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CLAIMS 

i 

[Claim(s)] 

[Claim 1] In the gateway which interconnects between the networks where 
there is a transmission-speed difference and protocols differ A flow control 
judging means to judge it to be a communication buffer for storing a 
transmitted and received data whether the sending-out channel of data 
received from the transmitting agency is in the transmitting improper 
condition by the flow control, It is the gateway characterized by having a 
means to cancel resending data from on said communication buffer, and 
preventing sending out of the useless data to a network when resending data 
are received a means to detect the resending data from a transmitting 
agency, and during said flow control. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Industrial Application] This invention has a transmission-speed difference 
(throughput difference), relates to the gateway which interconnects between 
the networks where protocols differ (Internet), especially, reduces the 
problem about transmission of the useless data based on a flow control, and 
relates to the gateway which can plan effectiveness of data transmission. 
[0002] 

[Description of the Prior Art] Recently, the Internet which interconnects 
between LANs (local area network) through a wide area network (for 
example, ISDN, a packet network) has spread. From now on, the range which 
the further spread is expected and interconnects between two or more 
networks is expanded from domestic to outside the country between [ 
between / out of a company / companies and out of the industry ] the 
industries. 

[0003] Drawing 1 is the block diagram of an example which connected 
between LANs by the DDX network. In this drawing 1 , networks N10 and 
N12 are Ethernet, respectively, and a network N11 is a DDX network (packet 
network). 

[0004] In said networks N10 and N12, they are three sets of end systems 
20a and 20b, respectively. It connects. These end system 20a and 20b It is 
the terminal (computer) which became independent, respectively. 
[0005] Said network N10 and network N11 are gateway 30a. Connecting, a 
network N12 and a network N1 1 are gateway 30b. It connects and 
interconnects between networks N [ N10 and ] 12 in the network N11 
(Internet). 

[0006] Here, transmission speed is 10MBPS(s) and the transmission speed of 
a network N1 1 of networks N10 and N12 is 2.4 - 48KBPS. That is, the 
transmission-speed difference of networks N10 and N12 and a network N11 



2006/06/21 16:13 



JP,07-038612,A [DETAILED DESCRIPTION] 



http://www4.ipdl.ncipi.go.jp/ cgi-bin/ tran_web_cgi_ejje 



is at least 200 or more times. 

[0007] Furthermore, the difference in a protocol is between networks N10 
and N12 and a network N1 1. At the example of drawing 1 , an end system is 
TCP/IP protocol and gateway 30a and 30b. It is an X.25 protocol in between. 
Here, the flow control (data ready for receiving and improper control) of an 
X.25 protocol is performed by RR (Receive Ready) and the RNR (Receive 
Not Ready) packet. That is, transmission is forbidden until the gateway which 
received the RNR packet receives RR packet. 

[0008] In addition, end system 20a and 20b In between, it communicates 
each other with the TCP/IP protocol of an industry standard. This protocol 
has the header shown by drawing 2 . The description of this TCP/IP protocol 
is playing the role of a flow control in transmit data from the contents (a 
sequence (SEQ) number, a check (ACK) number, window size) of the header. 
[0009] It sets to the Internet and they are end system 20a and 20b. In 
between, it is treated so that networks N10, N12, and N11 may be single 
networks, and they are end system 20a and 20b. He is not conscious of a 
transit network N1 1. Therefore, it sets to a network N1 1 and they are 
gateway 30a and 30b. Even if the flow control (receive not ready) has 
occurred in between, they are end system 20a and 20b. The situation cannot 
be known. 

[001 0] In addition, end system 20a Gateway 30a In between, data are 
transmitted and received by the protocol of Ethernet. The configuration 
(protocol stack) of the data DTA in that case has the form which wrapped 
the TCP/IP protocol header in the Ethernet (LAN) header, and encapsulated 
it, as shown in drawing 3 . that is, transmitting agency end system 20a an 
Ethernet protocol — it is — gateway 30a even if it can check that data 
transmission has been completed normally — TCP/IP protocol level — exact 
— destination end system 20b a ****** [ that data were transmitted ] — 
destination end system 20b from — it cannot but wait for a response. 
[001 1] In addition, gateway 30a and 30b The X.25 protocol of a between 
transmits and receives data per packet of 1 28 bytes, 256 bytes, and 
1024-byte length, consequently, transmitting agency 20a from — gateway 
30a the transmitted data DTA are divided into some packets DT (1), DT (2), 
and DT (3) as drawing 4 shows — having — gateway 30b since it is 
transmitted, and a packet is assembled again and it returns to the format of 
drawing 3 , as gateway 30b which carried out division reception is shown in 
drawing 5 — destination end system 20b It transmits. 
[0012] 

[Problem(s) to be Solved by the Invention] the Internet which interconnects 
between the networks where there is a transmission-speed difference and 
protocols differ — setting — usually — gateway 30a and 30b etc. — 
although it is preparing a communication buffer and carrying out the store 
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and forward switching of the data and a transmission-speed difference and 
the problem by the difference in a protocol can be solved to some extent, 
too, capacity overflow (lack of a buffer, lack of a throughput) of the gateway 
occurs, and there is a situation which becomes a flow control (receive not 
ready). Depending on the flow control time amount (time amount until it 
recovers from a receive not ready ready for receiving), they are end system 
20a and 20b. In between, the resending conditions by the time-out are 
satisfied. Consequently, as shown in drawing 5 , it is transmitting agency end 
system 20a. Data DTA are resent. 

[001 3] Then, gateway 30a The resent data are received as it is, a queuing is 
carried out to the buffer for sending out to a network N1 1 (stand in a line on 
a queue), and it waits to recover a flow control (receive not ready) (RR). 
[001 4] Therefore, while an excessive buffer (storing for resending data) field 
is consumed in the gateway, it waits for a flow control recovery (ready for 
receiving) situation, and excessive data move out to up to a network N1 1, 
and it is destination end system 20b. While the duplicate data DTA will be 
received and overall transmission efficiency falls, it has the trouble of 
accounting accompanying excessive data transfer (resending data) occurring. 

[0015] The buffer for such excessive data storage is not used for this 
invention, but it aims at offering decline in transmission efficiency, and the 
gateway which can prevent excessive accounting. 
[0016] 

[Means for Solving the Problem] In the gateway which interconnects 
between the networks where this invention has a transmission-speed 
difference, and protocols differ (Internet) The communication buffer 10 for 
storing a transmitted and received data, as shown in drawing 6 , A flow 
control judging means 1 1 to judge whether the sending-out channel of data 
received from the transmitting agency is in the transmitting improper 
condition by the flow control, When resending data are received a means 1 2 
to detect the resending data from a transmitting agency, and during said flow 
control, said technical problem is solved by having a means 13 to cancel 
resending data from on said communication buffer 10, and preventing sending 
out of the useless data to a network. 
[0017] 

[Function] The header is given to data at the protocol and this invention is 
made paying attention to the point that the identity of data is discriminable 
by the header. There is TCP/IP used as an industry standard as such a 
protocol. In this protocol, it is turned out whether by IP header, a destination 
end system is identified the transmitting origin of data, and the logical 
channel concerned is in the flow control (receive not ready) condition. 
Furthermore, it is discriminable whether it is resending data with the data 
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length of the sequence number of a TCP header, an ACK number, and IP 
header. 

[0018] In this invention, a communication buffer 10 stores the data from a 
transmitting agency. Subsequently, it judges whether the channel which 
should take out a destination end system and should be sent out is in the 
transmitting improper condition from IP header of the data taken out from 
the communication buffer 1 0 by the flow control the transmitting agency with 
the flow control judging means 1 1. When it turns out for transmission to be 
impossible by the data which use the transmitting improper channel by the 
flow control, it judges whether the value of the data length of the sequence 
number of a TCP header, an ACK number, and IP header is the same as the 
value of the already stored data (data most received from the transmitting 
agency recently) with the resending data detection means 12. When judged 
as the same, i.e., resending data, with the resending data cancellation means 
13, the data is canceled and a communication buffer 10 is returned to idle 
status. 

[001 9] Therefore, according to this invention, it is a transmitting agency 
because of a flow control (transmission is impossible), a time-out can be 
detected, and the resent same data cannot be sent out to a network, namely, 
duplication reception cannot be carried out by the destination end system, 
and accounting in a network can be prevented. 

[0020] The data flow corresponding to drawing 5 at the time of applying this 

invention is as drawing 7 . 

[0021] 

[Example] The gateway which interconnects LAN and a DDX network (X.25 
packet network) is hereafter taken for an example, and the 1 st example of 
this invention is explained to a detail. 

[0022] In drawing 8 , the communications control section 50 of LAN control 
receives the data DTA shown by drawing 7 , and stores them in a 
communication buffer 20. 

[0023] The junction control section 60 takes out the data DTA stored from a 
communication buffer 20, and looks for the logical channel which should 
extract and send out a destination address from IP header. When the logical 
channel is not established, a logical channel is established and the usual 
processing is carried out. 

[0024] When already established, the junction network flow control section 
21 investigates whether the flow control (receive not ready) condition has 
occurred on the logical channel, the sequence number of transmission of IP 
header of the data with which the resending data detecting element 22 is set 
as the object of current and a flow control (receive not ready) for it to be in 

a flow control (receive not ready) condition (a packet izing — under 

transmission — or it is going to be transmitted and the queuing is carried out 
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to the buffer), a destination address, a data length, and a TCP header, and an 
ACK number investigate whether it is the same as that of it of DTA. 
[0025] If the same, the resending data cancellation section 23 will cancel 
these data DTA, and will eliminate them from a communication buffer 20. The 
process is as the data flow of drawing 7 . 

[0026] This invention is applicable to the general Internet which encapsulates 
and transmits not only the protocol shown in this 1st example but a header. 
[0027] Next, the 2nd example of this invention which applied the example to 
the aforementioned fundamental gateway to the network administration 
model is explained. 

[0028] Now, the network administration model of a standardization is a 
gestalt which a manager 40 asks an agent (administration object) 42, and an 
agent 42 answers, as drawing 9 shows. Furthermore, an agent 42 has the 
function (TRAP) to report to a manager 40 oneself 

[0029] If this is applied to the aforementioned example, for a manager 40, 
end system 20a and an agent 42 are end system 20b. It corresponds. Then, if 
a manager 40 asks an agent 42 (polling) and the polling data is set as the 
object of a flow control (receive not ready), the situation that polling is 
resent can be considered as a time-out of polling data. A manager 40 
considers that the time-out of polling data is an agent's 42 no response, and 
judges it that an agent 42 is in a non-activity situation. In addition, resending 
of polling may be repeated depending on a system. 

[0030] Then, gateway 30a As shown in drawing 10 , the polling data detecting 
element 80 which judges whether it is polling data, the polling time-out 
measurement section 82 which measures the time-out of polling, and the 
agent redundancy section 84 which answers a manager 40 as an agent's 42 
redundancy are further added to the function shown by drawing 8 . 
[0031] Hereafter, an operation of the 2nd example is explained. 
[0032] Said junction network flow control section 21 judges whether the 
logical channel which should send out the data DTA received from end 
system 20a like the 1st example is a flow control (receive not ready). It 
investigates whether the data of the polling data detecting element 80 is 
polling data to end system 20b on a network N12 (agent) as it is in a flow 
control (receive not ready) condition. If proved that it is polling data, the 
polling time-out measurement section 82 will set up the timer for time-out 
detection. If a flow control (receive not ready) is not recovered even if it 
becomes fixed time amount Gust before a time-out) with a time, the agent 
redundancy section 84 will report as said TRAP that polling data cannot be 
sent out to an agent 42 because of a flow control (receive not ready) to a 
manager 40 instead of an agent 42. 
[0033] 

[Effect of the Invention] According to this invention, as explained above, 
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under the situation that transmission is stopped by the flow control 
temporarily, resending data are received, and while preventing transmitting 
the same data to a destination end system, it has the outstanding 
effectiveness of becoming possible to reduce excessive accounting. 



[Translation done.] 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] The diagram showing the example of the network where this 
invention is applied 

[Drawing 2] The diagram showing the configuration of the TCP/IP header 

used with the TCP/IP protocol of an industry standard 

[Drawing 3] The diagram showing the configuration (protocol stack) of the 

data transmitted and received with an Ethernet protocol 

[Drawing 4] The diagram showing the example of a configuration of the data 

transmitted and received per packet with an X.25 protocol 

[Drawing 5] The diagram showing the data flow in the conventional example 

[Drawing 6] The diagram showing the summary configuration of this invention 

[Drawing 7] The diagram showing the example of the data flow by this 
invention 

[Drawing 8] The block diagram showing the configuration of the 1 st example 
of this invention 

[Drawing 9] The diagram showing the network model with which the 2nd 
example of this invention is applied 

[Drawing 10] The block diagram showing the configuration of the 2nd 
example 

[Description of Notations] 
N10, N11, N12 — Network 

1 0 20 — Communication buffer 

11 — Flow control judging means 

12 — Resending data detection means 

1 3 — Resending data cancellation means 
20a 20b — End system 

21 — Junction network flow control section 

22 — Resending data detecting element 
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23 — Resending data cancellation section 
30a 30b — Gateway 
40 — Manager 
42 — Agent 
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